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Incident Readiness & Response

When a cyber-attack impacts business, every minute counts.

Incident Readiness

Incident Response

TALION.NET

Our expert emergency Cyber Incident Response services combine our technical
skills with strategic guidance to ensure your organisation makes the right
decisions at the right times to limit the impact of the attack.

Incident readiness assessments are key to understand and evaluate the efficiency
and effectiveness of any existing Incident Response countermeasures you may
have in place.

We undertake a comprehensive analysis of each part of your Incident Response
plan, the tools you have in place as well as the resources available, and whether this
is sufficient to face the current Cyber Threat.

With input from our Threat Intelligence team we inform you of the most likely Threat
Actors to pose a risk to your estate, as well as the tactics they use, what you can do to
pre-empt these and how to integrate these actions not your incident response plans.

Working with you, we recommend improvements to your existing Incident Response
plan as well as how to maximise the efficiency of the service.

Incident Readiness Services Include:

* Incident Response Tabletop Exercises

* Incident Response Readiness Assessment

* Incident Response Process and Playbooks

* Threat Response Training

* Post Incident Reviews

* Disk Image Analysis

If you have fallen victim to a targeted attack, our technology can be rapidly deployed
to give unparalleled visibility of malicious behaviour. If a breach of your security has
already made the headlines or attracted regulator attention, then our team can help
you manage internal and external stakeholders, as well as the press.

Talion's ongoing security monitoring gives our incident response teams immediate
access to an extremely rich picture during the attack as well as dating back to
before the incident. First response assistance can be provided remotely but ‘boots
on the ground' can follow soon after, when required.

Since we know well that rash or uninformed actions can precipitate attacker
response or unnecessarily impact the business, our experienced incident
management team help to enable a rational and well-controlled response as well as
providing updates and re-assurance to key stakeholders.

Incident Response teams will have our expert analysts on hand to provide:

* Unparalleled access to data from across the corporate estate enabling us to
track down the threat.

* The ability to remotely remediate threats (if this service is taken), block processes
and isolate hosts remotely from our Security Operations Centre.
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Incident Readiness & Response

Benefits of our Incident
Response Service

e 24/7 hotline
* Incident Response teams deployed to your site

»  Supported by BAE Systems Centres of Excellence and Infrastructure

*  We use proven tools, proprietary analytics, and unique knowledge of the tactics
employed by over 200 of the world's most advanced threat groups

* We offer strategic guidance to ensure your organisation makes the right

decisions at the right time.

*  We help manage internal and external stakeholders

* We support you every step of the way so you can get back to doing what you do best.

Specialist Incident Response Services include:
* Evidence Acquisition

» Attack Attribution

*  Memory Capture Analysis

* Network Capture Analysis

* Remediation Advice

*  Malware Analysis

* Email Analysis

» Disk Image Analysis

*  Emergency Monitoring

* OSINT Research

* Data Recovery

* Log Data Analysis

* Third Party Enquiries

* Reverse Engineering

e Executive Incident Support

* Incident Management

About Talion

TALION.NET

At Talion, we're changing the way organisations interact with their Managed
Security Service Provider. Born out of BAE Systems, our service is built on
first-hand knowledge of military engineering and defence-grade security,
together with an in-depth understanding of the threat landscape facing the
commercial world today.

When it comes to cyber security, we believe every organisation deserves
full visibility and complete control over how threats are monitored, how
decisions are made, and how their business is protected. That's why

we prioritise transparency and collaboration across our service lines,
implementing security programs that give businesses the control and
freedom to pursue ambitions and realise goals, safe in the knowledge that
we've got their back, 24 hours a day, 7 days a week.
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